
Central Desktop – Enterprise Edition (Security Pack) 

1 

 
 
 

 
 

 
 

Central Desktop Enterprise Edition (Security Pack)  
 
 
The Central Desktop Security Pack is included in the Enterprise 
Edition of Central Desktop.  The Enterprise Edition is for companies 
and organizations that require deeper and more granular security 
features to comply to internal, corporate or 3rd party compliance 
codes (Corporate Governance, HIPAA, etc).  
 
The Enterprise Edition is a pre-requisite for companies and 
organizations that wish to integrate a Single Sign-On experience 
between Central Desktop and a third party application (additional 
configuration may be required).   
 
To learn more about Central Desktop’s security and infrastructure 
please download the Security Document here.  More information 
about Central Desktop security can be accessed at: 
 
http://www.centraldesktop.com/security 
 
The key security features and functions available with the Enterprise 
Edition include the following: 
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Advanced Password Security Settings  
 
Central Desktop already provides customizable permissions and rights management to 
accommodate a variety of customer needs. User Permissions are managed at both the 
Company Level and at the Workspace Level – allowing access to specified Workspaces 
only and allowing the Administrator to further restrict user permissions at the Workspace 
Level.  
 
Additionally, user authentication is controlled via unique and valid username and 
password combination that is encrypted using a one way hash. (When users submit their 
username and password via this one-way hash to Central Desktop, a unique digital 
signature (or fingerprint) is created, which in turn identifies and authenticates the sender 
and the contents of the message.) 

 
Enhanced Password Complexity 
The Security Pack adds an additional layer of Password Security by allowing the 
Administrator to adjust a range of password options such as: 

 

 Minimum Password Length 
 
The Administrator can determine what the minimum password length must be for 
all users within the Company.  To ensure a minimum level of password security, 
Central Desktop natively requires a minimum of 6 characters but can support up 
to a 50 character minimum password length.  
 

 Password Save Option 
 
The Administrator can determine whether or not to enable the “Remember Me” 
function at the point of login for all users within the Company.  This option should 
be disabled if Administrators are concerned about users accessing Central 
Desktop from public terminals and locations and want to ensure that login 
credentials are not saved.  (Note:  Whether or not this feature is enabled, users 
can still save their username and password locally via their web browser.) 
 

 Password Complexity 
 
Administrators can require users to use ‘complex’ password credentials.  
Enabling this feature will require all users to include the following details in their 
passwords: 
 
- At least one lower case character 
- At least one UPPER CASE character 
- At least one digit (numeral) 
- At least one special character – one of the following characters: @#$%^&+=-! 
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 Password Change Frequency 
 
Administrators can determine how often user passwords expire; forcing users to 
create a new password every 30, 60, 90, 180 or 365 days.   

 
Below is a screenshot of the Advanced Password Security Settings: 
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TLS Encryption and Trusted Email Domain Support 
 
The TLS (Transport Layer Security) Encryption and Trusted Email Domain feature 
allows you to control access and send encrypted emails to trusted users.   
 
Email domains that are listed as Trusted Domains will receive a TLS encrypted email 
with all of the contents of the discussion, comment or documents available for the user 
to read. 
 
Email domains that are NOT listed as a Trusted Email Domain will only receive a generic 
email notification with a direct link to login to Central Desktop. 
 
NOTE:  Additional TLS software configuration and setup is required by the company to 
support TLS Encryption. 
 
Below is a screenshot of a Trust Email Domain feature. 

 
 
 
Trusted IP Addresses 
 
The Trusted IP Address feature allows Administrators to restrict access to Central 
Desktop by IP Address or IP Range. Only listed IP addresses will be allowed access to 
Central Desktop.   
 
This is ideal for companies and organizations that need to restrict access to Central 
Desktop via a VPN or office location IP address.  This feature can be configured at the 
Company level and at the individual User level. 
 
Below is a screenshot of the Trusted IP Address feature: 
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Custom Terms of Service & Privacy Policy 
 
The Custom Terms of Service & Privacy Policy feature allows Administrators to force 
Internal Members and External Members to agree to custom Terms of Service and 
Privacy Policy when they register with Central Desktop.  
 
This feature enables companies to comply with certain confidentiality or terms of use 
required under certain corporate policies or statutory requirements. 
 
Below are screenshots of the Custom Terms of Service & Privacy Policy features: 
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Single Sign-On Redirect  
 
The Single Sign-On (SSO) Redirect features allows companies and 
organizations a secure way to create a Single Sign-On experience from Central 
Desktop to 3rd applications, so that users don’t have to login twice when clicking 
from Central Desktop to another application.  
 
The Single Sign-On Redirect will require additional configuration and support to 
fully integrate into another application.  
 
Please visit this link for more technical information on how to utilize this feature: 
http://cd.centraldesktop.com/adn/SingleSignOnFromCentralDesktopToAnother3rdPartyApplication 
 


